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Network Faults 

Data Plane 
• e.g., packet loss 

Control Plane 
• e.g., incorrect/inconsistent routing 

Management Plane 
• e.g., misconfiguration 

This talk focuses on the data plane. 
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Named Data Networking 

To destination addr 
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Get named data 

TCP  IP  P2P 



Evolution of Communication Abstraction 
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Telephony: focus on path IP: abstract away “path” 
 

         NDN: abstract away “node” 



Fault Tolerance 
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Stateful Data Plane 

Interest-Data take symmetric path with the help of PIT 
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Fault Detection 
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Packet Packet Packet 

Rely on routing to detect “hard” failures  
and end-host for “soft” failures 
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Data plane is able to detect failures by 
observing the Interest-Data exchange at each hop. NDN 



Fault Detection 

Feedback loop formed by Interest-Data exchange 
Driven by receiver/consumer of the content 
Detect faults that make data retrieval fails 

• Link failures 
• Transmission errors 
• Congestion 
• Looping Interests 
• Prefix hijack 
• DDoS 
• … 
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Fault Recovery 
Explore alternatives 

• will know whether a nexthop works or not 
•  Data vs. NACK/Timeout 

• No need to worry about loops. 
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Forwarding Strategy 

A new, important component to the architecture. 
It guides a node’s forwarding decisions. 
How to make the best use of the choices? 

• Which nexthop(s) to use? 
• How fast to send? 
•  If have to drop/nack, which prefix, which interest? 
• What to do when receiving a data, a looped interest, a 

nack, or timeout? 
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Data Plane vs. Control Plane 

Data plane is now much smarter 
• Detect faults and recover from them 
• Can handle short-term churns by itself. 

Control plane no longer has to converge instantly 
• Routing table as one of the inputs to forwarding 

decision. 
•  Another input is data-plane feedback. 

• Relaxed timing requirements on fault detection, route 
computation, and re-convergence. 

• Focus on dissemination of long-term topology and 
policy information. 
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What if forwarding states are lost? 

PIT is soft-states maintained by receiver-driven 
Interests 

• Downstream nodes are responsible for retransmitting 
interests. 

• Exploring alternate paths to get around of the failure. 
•  In-network caching helps recovery. 
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What if the content is corrupted or 
forged? 
An on-path node replies with data whose signature 
cannot be verified. 

• Attackers may have to compromise routing in order to 
inject forged content. 

Data are signed by producers and can be verified by 
receivers. 

• End-nodes identify invalid contents. 
• Request data again with an explicit exclude 
• Report invalid data to upstream node 

•  Upstream node independently checks data signature 
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Ongoing Research 

Forwarding strategy 
Simpler and more efficient routing protocols 
Effective and efficient content poisoning mitigation 
Scalable forwarding engine 
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Summary 

Naming data enables more resilient networks. 
• Fault tolerance 

 
Interest-Data exchange forms a feedback loop at each 
hop. 

• Fault detection 
 
Multipath, adaptive forwarding gets around faults. 

• Fault recovery 
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